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1
Decision/action requested

This pCR proposes to add one key issue for FS_5G_ProSe_Sec.
2
Rationale

This pCR proposes a new key issue against UE-to-UE Relay.
3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.847.
********************** First Change ****************************

X.Y
Key Issue #Y: Security protection against UE-to-UE Relay
X.Y.1
Key issue details
In TR 23.752, SA2 defines UE-to UE relay to support for in coverage and out of coverage operation, which includes the discovery and subsequent communication between source UE and target UE via UE-to-UE Relay.

In the discovery, source UE has to send its necessary information (ProSe application ID, Layer 2 ID, etc) for establishing the connection with the target UE. If the UE-to-UE Relay is malicious one and the discovery messages are not protected, UE-to-UE Relay can commit the MitM attack, and tamper those messages, leading to the result that UE will always fail to discovery other UEs. 

After the connection established between source UE and target UE, the UE-to-UE Relay can perform the passive eavesdropping attack or active modify the communication if there is no security protection on the PC5 link.

X.Y.2
Security Threats
Lack of protection against UE-to-UE Relay could potentially have following impacts in some cases:

-
Discovery failure.

-
Evesdropping

-
Tempering
X.Y.3
Potential Requirements

The communication via the UE-to-UE Relay between source UE and target UE shall be confidentially and integrity protected.
********************** End of pCR********************
